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2 Policy Ownership

A copy of this policy is available to all governors and parents via the school website or a hardcopy
on request from the School Office. It is accessible to all staff electronically (in the Policy folder on
the Staff Admin Drive) and a hardcopy held on file in the Head’s Office. This policy applies to all
at the school including those in Reception (the EYFS).

Ownership: Guy Collins-Down, Bursar

Governor Oversight: Finance & General Purposes Committee

3

Policy Statement

It isin everyone's interests to get data protection right and to think carefully about data protection
issues: this means handling all personal information with which you come into contact fairly,
lawfully, securely and responsibly.
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A good rule of thumb here is to ask yourself questions such as:

1 Would | be happy if my own personal information were being used (for example, shared
with a third party) in the way | am proposing? Would | expect it?

1  Would | wish to stand by how | have recorded this information in an email or official record
if the person concerned was able to see it?

T  What would be the consequences of my losing or misdirecting this personal data?

Data protection law is therefore best seen not as oppressive red tape, or a reason not to do
something necessary or important, but a code of useful and sensible checks and balances to
improve how handle and record personal information and manage our relationships with people.
This is an important part of the School’s culture and all its staff and representatives need to be
mindful of it.

4 Background

Data protection is an important legal compliance issue for Finton House Education Trust. During
the course of the School’s activities it collects, stores and processes personal data (sometimes
sensitive in nature) about staff, pupils, their parents, its contractors and other third parties (in a
manner more fully detailed in the School’s Privacy Notice). The School, as “data controller”, is
liable for the actions of its staff and governors in how they handle data. It is therefore an area
where all staff have a part to play in ensuring we comply with and are mindful of our legal
obligations, whether that personal data handling is sensitive or routine.

The law changed on 25 May 2018 with the implementation of the General Data Protection
Regulation (GDPR) - an EU Regulation that is directly effective in the UK, regardless of Brexit
status - and a new Data Protection Act 2018 (DPA 2018) was also passed to deal with certain
issues left for national law. The DPA 2018 included specific provisions of relevance to independent
schools: in particular, in the context of our safeguarding obligations, and regarding the right of
access to personal data.

Without fundamentally changing the principles of data protection law, and while providing some
helpful new grounds for processing certain types of personal data, in most ways this new law has
strengthened the rights of individuals and placed tougher compliance obligations on organisations
including schools that handle personal information. The Information Commissioner’s Office (ICO)
is responsible for enforcing data protection law, will typically look into individuals’ complaints
routinely and without cost, and has various powers to take action for breaches of the law.

5 Definitions

Key data protection terms used in this data protection policy are:

1 Data controller - a person or body that determines the purpose and means of the
processing of personal data, and who is legally responsible for how it is used. For example,
the School (including by its governors) is a controller. An independent contractor who
makes their own such decisions is also, separately, likely to be a data controller.

M Data processor - an organisation that processes personal data on behalf of a data
controller, for example a payroll or IT provider or other supplier of services with whom
personal data may be shared but who is not authorised to make any decisions about how
it is used.

M Personal data breach - a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.

1 Personal information (or ‘personal data’): any information relating to a living individual (a
data subject) by which that individual may be identified by the controller. That is not simply
a name but any form of identifier, digital or contextual, including unique ID numbers,
initials, job titles or nicknames. Note that personal information will be created almost
constantly in the ordinary course of work duties (such as in emails, notes of calls, and
minutes of meetings). The definition includes expressions of opinion about the individual
or any indication of the school’s, or any person’s, intentions towards that individual.
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M Processing - virtually anything done with personal information, including obtaining or
collecting it, structuring it, analysing it, storing it, sharing it internally or with third parties
(including making it available to be viewed electronically or otherwise), altering it or
deleting it.

i Special categories of personal data - data relating to racial or ethnic origin, political
opinions, religious or philosophical beliefs, trade union membership, health and medical
conditions, sex life or sexual orientation, genetic or biometric data used to identify an
individual. There are also separate rules for the processing of personal data relating to
criminal convictions and offences.

6 Application of this policy

This policy sets out the School’s expectations and procedures with respect to processing any
personal data we collect from data subjects (including parents, pupils, employees, contractors
and third parties).

Those who handle personal data as employees or governors of the School are obliged to comply
with this policy when doing so. For employees, breaches of this policy may result in disciplinary
action. Accidental breaches of the law or this policy in handling personal data will happen from
time to time, for example by human error, and will not always be treated a disciplinary issue.
However, failure to report breaches that pose significant risks to the School or individuals will be
considered a serious matter.

In addition, this policy represents the standard of compliance expected of those who handle the
School’s personal data as contractors, whether they are acting as “data processors” on the
School’s behalf (in which case they will be subject to binding contractual terms) or as data
controllers responsible for handling such personal data in their own right.

Where the School shares personal data with third party data controllers - which may range from
other schools, to parents, to appropriate authorities, to casual workers and volunteers - each party
will need a lawful basis to process that personal data, and will be expected to do so lawfully and
with due regard to security and confidentiality, as set out in this policy.

If you are a volunteer (or contractor), you will be a data controller in your own right, but the same
legal regime and best practice standards set out in this policy will apply to you by law.

7 Person responsible for Data Protection at the School

The School has appointed Guy Collins-Down as the Data Protection Lead who will endeavour to
ensure that all personal data is processed in compliance with this Policy and the principles of the
GDPR. Any questions about the operation of this policy or any concerns that the policy has not
been followed should be referred in the first instance to the Data Protection Lead.

8 The Principles

The GDPR sets out six principles relating to the processing of personal data which must be



